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Course�Outline

• Cryptography�development�and�some�

concepts

• Classical�Cryptography:
pCaesar cipher
pAffine�cipher

pVigenère cipher

• Disposable�Password�Book

• modern�cryptography
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What�is�cryptography?
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Ancient�Chinese�Cipher�Art
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• 古代留守在家的妻子给外出工作的丈夫的书信



Ancient�Chinese�Cipher�Art
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• 会意诗



Ancient�Chinese�Cipher�Art
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• 藏头诗



Cryptography�Development�
Timeline
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since�ancient�times

1800

1949

1976

1994

After�2000

Antiquity�code Recent�code Modern�Code�I Modern�Code�II Modern�Codes�III

classical�code modern�code



Classical�code�stage
• Time:

pre-1949
• Features:

Cryptography�is�not�yet�a�
science,�but�the�art�emerges�
as�the�basic�means�of�
cryptographic�algorithm�
design�(substitution�&�
permutation)

• Confidentiality:
Data�confidentiality�based�
on�encryption�algorithms

• Milestone�Event:
The�principle�of�
cryptographic�encoding�was�
first�made�explicit�by�
Kirchhoff�in�1883
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"Encryption�algorithms�should�be�based�on�
the�fact�that�the�disclosure�of�the�algorithm�
does�not�affect�the�security�of�the�plaintext�
and�the�key,�i.e.,�security�depends�on�the�
secrecy�of�the�key"



Substitution�and�Replacement�in�Classical�
Codes
• Substitution: A character in the plaintext is 

replaced with another character in the 
ciphertext.

• Permutation: the letters of the plaintext 
remain unchanged, but the order is disrupted.
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ancient�Egyptian�
hieroglyphics

Ancient�Spartans�used�
the�Book�of�Days

 

Wrap�the�parchment�in�the�form�of�a�long�band�
around�a�round�wooden�stick�and�write�on�it;�
when�the�parchment�is�unwrapped,�there�is�only�
a�jumble�of�characters�on�it,�and�it�can�only�be�
wrapped�in�the�same�way�again�around�a�stick�
of�the�same�thickness



Modern�Cipher�Phase�I

• Time:
1949-1976

• Features:
pCryptography�goes�from�
art�to�science

•Milestone�Event:
pShannon published�
"The Communication 
Theory of Secret 
Systems"�in�1949.

p1967,�David Kahn 
monograph�The 
Code Breakers

�������

�����
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Shannon

The Code Breakers



Modern�Cipher�Phase�I

p Several�technical�reports�published�by�Horst�Feistel�

and�others�at�IBM�Waston�Laboratory,�1971-1973

p In�1974,�IBM�submitted�LUCIFER,�which�later�became�

DES

pNew�feature:�data�security�based�on�key,�not�

algorithm,�secrecy

�����

n Shannon's�contribution
n Defines�theoretical�security�and�proposes�

the�principles�of�diffusion�and�confusion.
n Laid�the�theoretical�foundations�of�

cryptography���

n Diffusion:�spread�each�bit�of�plaintext�into�as�
many�output�ciphertexts�as�possible�to�hide�the�
statistical�properties�of�the�plaintext�digits.�

n Obfuscation:�to�make�the�relationship�between�
the�statistical�properties�of�the�ciphertext�and�
the�plaintext�key�as�complex�as�possible
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Modern�Cryptography�Phase�II

• Time:
�����1976-1994

• Features:
pPublic�keys�are�starting�to�appear

• Milestone�Event:
pIn�1976,�Diffie�&�Hellman's�"New�
Directions�in�Cryptography"�
introduced�the�concept�of�public�
key�cryptography.

pIn�1977�Rivest,�Shmir�&�Adleman�
proposed�the�RSA�public�key�
algorithm.

12
Diffie & Hellman win�2015�
Turing�Award



Modern�Cipher�Phase�III
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• Development�Timeline:

���������2000

AES�officially�replaces�

DES�as�the�new�

encryption�standard

����������2006

First�International�

Symposium�on�Post-

Quantum�Cryptography

����������2017

NIST�opens�call�for�

post-quantum�

cryptography�

standards

�����������1994

Shor�proposes�decomposition�of�large�

integer�and�polynomial�time�algorithms�

in�the�quantum�computer�model



Information�security�basics
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Objectives�of�information�security
pConfidentiality:�The�assurance�that� information/data�will�not�be�disclosed�to�unauthorized�
individuals.

p Integrity:� the� assurance� that� information/data� will� not� be� modified� by� unauthorized�
individuals.

pAvailability:�Ensuring�that�information/data�can�be�accessed�by�authorized�individuals.

pAuthenticity:� the� assurance� that� the� information/data� actually� came� from� the� source� it�
purports�to�be.

pNon-repudiation:� guarantees� that� all� participants� in� a� message/data� interaction� cannot�
deny�that�messages�and�data�were�ever�sent.

1
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network

Alice. Bob.

Eve



Confidentiality

pThe�attacker�can't�parse�out�Alice's�message�to�Bob.

pDefense�method:�encryption�and�decryption�algorithms

1
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     network

Alice. Bob.

Eve
Eavesdropping, 
packet sniffing, 
illegal copying



Integrity
pBob�wants�to�make�sure�Alice's�message�hasn't�been�tampered�

with.

pDefenses:�Hash�Functions,�Error�Correcting�Codes,�Message�

Authentication�Codes

1
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     network

Alice. Bob.

Eve
Intercepting messages, 
tampering, putting backQ: What is the relationship between 

confidentiality and integrity?



Availability
pUsability�is�the�ability�of�users�to�use�the�information�or�resources�

they�need

pAttacks�that�disrupt�availability:�Denial�of�Service�(Dos),�

Distributed�Dos�(DDoS)
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     network

Alice. Bob.

Eve
Overwhelmed or 
downed servers that 
destroy the underlying 
setup



Authenticity

pAbility�to�identify/entity�authenticate�and�determine�data�source

pDefense�tools:�cryptographic�schemes,�digital�signatures,�hash�

functions,�message�authentication�codes,�poll-response�protocols

1
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     network

Alice. Bob.

Eve
Unauthorized 
impersonation



Non-repudiation�(non-repudiation)

pAlice�can't�claim�she�didn't�send�the�message

pDefense�Method:�Digital�Signature

2
0

     network

Denies she sent the message.

Alice. Bob.



Anonymity
• The�ability�of�the�sender�to�hide�his�identity

     network

Bob identified Alice from the messages sent to him.

Alice. Bob.



Basic�concepts�of�cryptography
pPlaintext:�information�that�needs�to�be�transmitted�secretly

pCiphertext:�the�message�in�plaintext�after�ciphertext�transformation

pEncryption�(E(m)):�the�transformation�from�plaintext�to�ciphertext.

pDecryption�(D(c)):�the�process�of�recovering�plaintext�from�ciphertext.

pDeciphering:�the�process�by�which�an�illicit�recipient�attempts�to�analyze�
plaintext�from�ciphertext

pKey:�a�set�of�secret�information�used�in�encryption�and�decryption

pEncryption/decryption�algorithms:�rules�for�encrypting/decrypting�
plain/cipher�text

2
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Cryptographic�communication�
model

2
3

Alice. Bob.

Eve

encrypted
Encrypt

declassification
Decrypt

encryption key decryption key

coded text
Ciphertext

Plaintext

aggressors



Cryptographic�communication�
models�(continued)
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encryptor
(Encrypter)

decryptor
���(Decrypter)

trespasser eavesdropper

 

proactive�
attack

passive�
attack

open�channel

Encryption�key�
K1

sender

Encryption�key�
K2
sender

M'

Explicit�M Explicit�M
 

C'



cryptanalysis
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cryptanalysis

Classical�Code�
Analysis

Implementing�the�attack:�Side�
Channel�analysis,�e.g.,�measuring�
the�power�consumption�of�the�
processor�handling�the�private�key.

Social�Engineering:�Obtaining�keys�
through�bribery,�blackmail,�stalking,�
or�detective�work

calculus

brute�force�attack�
method



Side�channel�/�side�channel�attacks
����������������������������--Encryption�key�cracking

[1] Genkin D, Pachmanov L, Pipman I, et al. Stealing keys from PCs using a radio: cheap electromagnetic attacks on windowed exponentiation[C]// 
International workshop on cryptographic hardware and embedded systems. Springer, Berlin, Heidelberg, 2015: 207-228.
[2] Genkin D, Pachmanov L, Pipman I, et al. ECDH key-extraction via low-bandwidth electromagnetic attacks on PCs[C]//Cryptographers' Track at the RSA 
Conference. Springer, Cham, 2016: 219-235.

1.�
Measurement�
of�
electromagnet
ic�radiation

2.�Attack�on�the�computer�
in�the�next�room

3.�Breaking�encryption�
keys�in�seconds



social�engineering
• Social�engineering:�A�way�of�communicating�legitimately�with�others,�
exploiting�the�victim's�psychological�weaknesses,�instinctive�reactions,�
trust,�curiosity,�greed,�etc.�to�psychologically�influence�him�or�her�to�
perform�certain�actions�or�disclose�some�confidential�information.

• Tactics:�Usually�in�the�form�of�conversation,�false�pretenses,�flirting,�online�
chatting,�baiting,�equivocation,�sympathy,�tailing,�etc.

• Former�number�one�hacker�in�the�United�States,�Kevin�Mitnick,�is�
considered�a�master�and�pioneer�of�social�engineering�and�is�the�author�
of�the�security�book,�The�Art�of�Deception

27

https://zh.wikipedia.org/wiki/%E5%BF%83%E7%90%86
https://zh.wikipedia.org/wiki/%E5%87%AF%E6%96%87%C2%B7%E7%B1%B3%E7%89%B9%E5%B0%BC%E5%85%8B
https://zh.wikipedia.org/w/index.php?title=%E6%AC%BA%E9%A8%99%E7%9A%84%E8%97%9D%E8%A1%93(%E8%91%97%E4%BD%9C)&action=edit&redlink=1


Cryptographic�Security�Attack�Classification

• Classification�of�attacks�(with�the�aim�of�obtaining�
keys�and�encryption/decryption�algorithms)

n Cipher-only�attack:�The�attacker�has�one�or�more�ciphers�and�the�
attack�requires�statistical�analysis;

n Known-plaintext�attack:�The�attacker�has�a�copy�of�the�ciphertext�and�
the�corresponding�plaintext�and�performs�algorithm�and�key�
derivation;

n Chosen-plaintext�attack:�The�attacker�has�access�to�an�encrypting�
machine,�so�he�can�choose�any�plaintext�and�generate�the�
corresponding�ciphertext�with�a�higher�probability�of�attack;

n Chosen-cipher�attack:�The�attacker�has�access�to�a�decryption�
machine,�so�he�can�choose�some�ciphertext�and�generate�the�
corresponding�plaintext.

28

Attacks�are�progressively�more�difficult�from�bottom�to�top



Cryptographic�Algorithm�Security
• Key�Length

29

year�(e.g.�
school�year,�
fiscal�year)

For�
individuals

For�companies For�the�
government

1995 768 1280 1536

2000 1024 1280 1536

2005 1280 1536 2048

2010 1280 1536 2048

2015 1536 2048 2048

The�longer�the�key�length,�the�less�likely�the�encrypted�data�will�be�illegally�decrypted

Bruce�Schneier�Public�Key�Length�Suggested�Value



classical�cryptography
3.2�Classic�Cryptograph

30



How�did�Julius�Caesar�command�his�
army?

31

At�3:00�p.m.,�attacked�
the�enemy's�castle�with�
100,000�troops

A�messenger�conveys�orders�to�the�army

How�did�Caesar�get�military�orders�
safely�delivered�to�the�army?

Military�orders�could�
be�stolen.



3.2.1�Shift�encryption�(Caesar�
Cipher)�Caesar Cipher
1.�Since�there�are�26�letters�in�the�English�alphabet,�it�is�possible�to�

establish�a�correspondence�between�the�English�alphabet�and�the�

remainder�of�mode�26:

2.�Encryption�process.

3.�Decryption�process

4.�where�k�is�the�encryption�key.�Caesar�encrypts�with�k�=�3.
32

A = 0 B = 1 C = 2 ... Y = 24 Z = 25 

y = x + k (mod 26) 

x = y - k (mod 26) 



Shift�encryption�security
• Caesar�encryption,�as�follows

33

p If the plaintext is LOVE, then the ciphertext is ORYH.

n Think�about�how�to�attack�this�encryption.
p Known plaintext attack: x,y are known, then

p Choice Explicit Attacks: the ability to choose your own choice of x. For example, 
choosing x='a'=0, then

p Choice of ciphertext attack: choose the ciphertext y yourself. e.g. choose y='a'=0, 
then

k = y - x (mod 26) 

y = k (mod 26) 

x = - k (mod 26) 



Shift�encryption�security�(continued)

34

n How�do�you�attack�if�you�only�know�the�ciphertext?

n Violent�Exhaustive�Enumeration:�Try�All�26�Possibilities

n Word�frequency�statistics:

�1.�Counting�the�frequency�of�letters�in�ciphertexts

�2.�Comparison�with�the�frequency�of�occurrence�of�standardized�

linguistic�letters

�3.�Determination�of�the�most�probable�value�of�key�k



Word�frequency�statistical�methods



3.2.2�Affine�cipher
pEncryption:�given�the�key�(α,β)

pDecryption:

pSimple�definition�of�inverse:�the�inverse�of�a�is�the�value�of�b�that�satisfies�ab�=�1�(mod�26)

������For�example,�a=7,n=26�Then�we�find�the�inverse�of�a:

������7*1�=�7�mod�26�7*4�=�28�=�2�mod�26

������7*2�=�14�mod�26�7*5�=�9�mod�26

������7*3�=�21�mod�26�7*6�=�16�mod�26�...

yields�7*15=1mod26,�i.e.,�15�is�the�inverse�of�7�mod�26.

36

Note�that�1/α�is�
not�the�inverse�
of�α,�but�the�
inverse�element.



Imitation�encryption�security
• Theorem:�for�a,�if�there�exists�an�inverse�element�with�respect�to�modulus�n,�then�gcd(a,n)=1�
needs�to�be�satisfied.

• In�order�to�obtain�the�inverse�element,�it�is�necessary�to�make�gcd(a,26)=1,�i.e.,�α�and�26�must�be�
mutually�prime,�and�thus�α�takes�on�a�range�of�values:

���������������������{1,�3,�5,�7,�9,�11,�15,�17,�19,�21,�23,�25}
�����There�are�only�12�values,�and�in�addition�β�takes�on�a�range�of�26,�so�for�affine�encryption,�there�
are�only�12�*�26�=�312�possibilities�for�all!

�������

����

• Attacks�on�Imitation�of�Projective�Encryption:
p Violent�exhaustion:�exhaust�all�312�possibilities
p Word�frequency�statistics:�think�about�what�it�takes?

37

It's�very�insecure�with�the�current�computing�power�of�computers.



Example�of�affine�encryption�-�guess�
what?

Pu�yfo�of�oin�hvy�ufa�hrpkpyb,�jlar�ph�hopkk�py�oin�hvy�oinan,�svo�jnjpkk�

klvbi�rfan�zfyupgnyo�zlkr;�pu�ovayng�of�ufvyg�iph�fjy�hilgfj,�lmmafmaplon�

nhzlmn,�oin�hvy�jpkk�sn�oiafvbi�oin�inlao,jlar�nlzi�mklzn�snipyg�oin�zfayna;�

pu�ly�fvohoanozing�mlkr�zlyyfo�ulkk�svoonaukx,�oiny�zknyzing�jlcpyb�larh,�

bpcny�mfjna;�pu�P�zly'o� ilcn�sapbio�hrpkn,�po� jpkk�ulzn�of�oin�hvyhipyn,�

lyg�hvyhipyn�hrpkn�ofbnoina,�py�uvkk�skffr.

38



affine�encryption�crack
• Affine�encryption�is�a�linear�mapping,�so�the�plaintext�
and�the�corresponding�ciphertext�appear�with�the�same�
frequency.

1.�Counting�the�frequency�of�letters�in�ciphertexts

2.�Find�two�plaintext-ciphertext�mappings�by�comparing�them�with�standard�
letter�frequencies

3.�Determining�mapping�relationships
39

{'a': 18, 'c': 3, 'b': 7, 'g': 8, 'f': 19, 'i': 23, 'h': 17, 
'k': 22, 'j': 10, 'm': 7, 'l': 21, 'o': 30, 'n': 37, 'p': 26, 
's': 6, 'r': 10, 'u': 11, 'v': 13, 'y': 27, ' x': 1, 'z': 12}

en;�to



affine�encryption
4.�Decrypt�the�ciphertext�by�solving�the�key�(a,b)�according�to�the�mapping�relation.

40

If� you� don't� ask� the� sun� for� a� smile,�
the�warmth� is� still� in� the� sun,� but�we�
will� smile� more� confidently� and�
calmly;� if� you� turn� around� and� find�
your�own�shadow,�appropriate�hiding,�
the� sun� will� be� able� to� pass� through�
the� heart,� warm� every� corner� behind;�
if� the� spread� palm� can't� point� down�
the� butterflies,� then� tightly� clenched�
into� a� fist� waving� arms,� giving�
strength;� if� I� can't� smile� brilliantly,�
then� throw� your� face� into� the� bright�
sunshine,� with� the� If� I� can't� smile�
brightly,� then� I� will� throw�my� face� to�
the�bright�sunshine�and�smile�with�the�
sunshine.

In�practice,�there�may�be�more�than�one�set�of�
keys�(a,b)�assumed�for�cracking,�but�for�the�
current�computational�power�of�computers,�
affine�encryption�can�be�cracked�very�quickly,�
even�using�an�exhaustive�approach



Example�derivation�process
• 1.�Solve�for�the�inverse�element�of�a:

7*15=1mod26

1/a=15

• 2.�The�plaintext�x�is�obtained�from�x�=�1/a�*�(y-b)�mod�26,�knowing�that�
1/a�=�15:

4
1

coded text p u y f o o f
y 15 20 24 5 14 14 5

x=1/a(y-b) 60 135 195 -90 45 45 -90
x mod 26 8 5 24 5 14 14 5
plaintext i f n o t t o



3.2.3�Virginia�cipher�Vigenère cipher

• History�of�the�Virginia�
Code

p The�Virginia�Cipher�was�first�
created�in�1553�by�Giovan�
Battista�Bellaso�in�his�book,�The�
Cipher�of�Mr.�Giovan�Battista�
Bellaso.

p Mistakenly�attributed�to�a�
Virginia�invention�in�the�19th�
century.

p The�Virginia�Code�was�
invented�as�an�automatic�key�
cipher.

42

Blaise�de�Virginia.



The�Virginia�Code
• Encryption�method:

p List�plaintexts�and�group�them�

by�key�length

p Shift�encryption�of�each�

grouped�letter�with�a�key

p Encryption�formula:�

C=(P+K)mod26

p for�example

• Features:
pThe�Virginia�cipher�is�actually�an�

extension�of�the�shift�cipher.

pAbility�to�eliminate�frequency�

characteristics�of�letters

43

21 4 2 19 14 17 21 4 2 19 14  
H  e  r   e    i   s  h  o w   i   t 

 c    i t   x   w  j    c  s y  b    h 

Q:Think about why?



Security�of�the�Virginia�Code

• Cracking�the�Virginia�Code
p1.�Find�the�key�length

p2.�Find�the�key

• Cracking�the�key�is�easy�after�finding�out�the�key�length�(Why?):
pTake�the�ciphertext�according�to�the�key�length�L�and�select�the�1st,�L+1st,�and�L+2nd�......�

letters�in�the�ciphertext�for�word�frequency�counting.

• A�way�to�find�the�length�of�the�key:
pKasiski�experiment

pFriedman�test

44



Kasiski-Kasiski�experiment

• Use�the�patterns�of�English�words�to�count�repetition�

intervals.

• If�"YC":�interval�12,�then�the�number�of�conventions:�1,�2,�3,�

4,�6,�12�may�be�the�key�length.

• Other�fields

45

Key: FOREST FO RE STFO REST FO RES TFOR 
Explicit: better to do well than to say well 
Cipher: GSKXWK YC US OXQZ KLSG YC JEQ PJZC

12



Find�the�key�length
1.�Write�the�secret�message�on�two�strips�of�paper.�Line�them�up�top�and�bottom,�
with�the�two�strips�of�paper�staggered�a�certain�distance�apart.

46

v v h q w v v r h m u s g j g t h

  v v h q w v v r h m u s g j g t h
*

2.�Mark�*�in�place�of�two�identical�letters.

3.�Change�the�staggered�position�of�the�two�strips�of�paper�to�

record�the�number�of�identical�letters.

4.�The�distance�at�which�the�most�identical�letters�occur�is�most�

likely�to�be�the�length�of�the�key.



Friedman�test

p IC,�index�of�coincidence

p IC�=�P(A)^2�+�P(B)^2�+�......�+�P(Z)^2�=�0.065

pP(i)�is�obtained�from�letter�frequency�analysis

pThe�rationale�for�inferring�the�key�length�using�the�recombination�index�lies�in�the�

fact�that�for�a�sequence�encrypted�by�a�shift,�the�recombination�index�of�the�

ciphertext�should�be�equal�to�the�recombination�index�of�the�original�language,�

since�all�the�alphabets�are�shifted�by�the�same�degree.

pExample:�statistical�overlap�index�in�all�Harry�Potter�books

4
7



Friedman�test�(continued)
pExplicit�text:�ABCDEABCDEABCDEABC

pIf�the�key�length�is�2�and�k=(1,2)

48

ab 
cd 
ea 
bc 
de 
ab 
cd 
ea 
bc

bd 
df 
fc 
ce 
eg 
bd 
df 
fc 
ce

plaintext coded text

(1,2)

Explicit text group 1: ACEBDACEB

Cipher group 1: BDFCEBDFC
"k=1"

Explicit group 2: BDACEBDAC

Cipher group 2: DFCEGDFCE
"k=2"

 A B C D E F
Explicit: IC = (2/9)^2 + (1/9)^2 + (2/9)^2 + (1/9)^2 + (2/9)^2 0

Ciphertext: IC= 0 +(2/9)^2+(1/9)^2+(2/9)^2+(1/9)^2+(2/9)^2

Since all letters have the same degree of displacement, the coincidence index of the 
ciphertext should be equal to the coincidence index of the original languge

a



Virginia�Encryption�Example
• Xe8xbdxafxe5xa4xaaxe5xa4xaa

• Key:�aliyun

• Method:�Virginia�Code�

Decryption�+�Secret�Key�+�UTF-

8�Chinese�Decoding

49

Explicit:�Mrs.�Soft�(Twitter)



3.3�Disposable�codebooks
p Both�parties�jointly�maintain�a�book�that�is�encrypted�using�a�key�equal�in�length�
to�the�plaintext.�After�each�encryption,�a�new�key�is�exchanged.�The�generation�of�
the�key�is�completely�randomized.

p For�example,�the�equivalent�of�a�shift�encryption�in�which�each�letter�is�shifted�
differently

p The�one-time�codebook�is�a�theoretically�absolutely�secure�encryption�method
p For�binary�encryption,�the�process�is�as�follows:

p Practical�application�difficulty:�to�share�a�key�that�is�as�long�as�the�plaintext,�if�
there�is�a�way�to�share�this�key�absolutely�securely,�then�why�don't�we�just�share�
the�plaintext?
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Disposable�Password�Book

• Password�books�can't�be�used�multiple�times:�think�about�why.

�����Real�life�example:�1941-1946,�the�Soviet�Union�used�a�one-time�codebook�to�

encrypt�messages.�The�codebook�was�generated�by�manually�throwing�dice,�but�

the�Soviet�Union�felt�that�throwing�dice�was�too�wasteful�of�manpower,�so�it�used�

the�same�codebook�multiple�times,�which�eventually�led�to�it�being�cracked�by�the�

U.S.�It�was�known�in�the�U.S.�as�the�Venona�Project.
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Summary�of�the�chapter

• Knowledge�of�common�classical�cryptography�such�as�Caesar�ciphers�

(shift�ciphers),�affine�ciphers,�and�the�mechanism�of�the�Virginia�

cipher

• Master�the�security�of�classical�cryptography�and�the�security�attacks�

it�faces�such�as�brute�force�and�word�frequency�statistics�attacks

• Understand�how�classical�cryptography�influenced�modern�

cryptography
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Course�Outline
• Basics
• Private�key�cipher�(symmetric�cipher)

pDES
p3DES
pAES

• Public�key�cryptography�(asymmetric�cipher)
p public�key�cryptosystem
p DH�key�exchange�protocol
p RSA�encryption

• Cryptography�Applications�for�the�Internet�of�Things
p cryptographic�application
p Authentication�Applications
p Secret�key�management
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Confusion�and�proliferation
• Confusion:�A�cryptographic�operation�that�makes�the�relationship�
between�the�key�and�the�ciphertext�as�ambiguous�as�possible,�used�in�
both�DES�and�AES.

• Diffusion:�A�cryptographic�operation�that�spreads�the�effects�of�a�
plaintext�symbol�to�multiple�ciphertext�symbols�in�order�to�hide�the�
statistical�properties�of�the�plaintext,�e.g.,�position�swapping.�Usually�
modifying�1�bit�in�the�plaintext�will�result�in�an�average�of�half�of�the�
output�bits�being�changed.�Commonly�used�in�DES.
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In�the�figure�above,�the�original�text�(left),�the�poorly�obfuscated�encryption�(center),�and�the�well�obfuscated�encryption�(right)



Confusion�and�proliferation�(continued)

5
7

plaintext

ciphertext

block
cipher

block
cipher

block
cipher

block
cipher

   

plaintext

ciphertext

block
cipher

block
cipher

block
cipher

block
cipher

block
cipher

Random�initialization�vector

Diffusion-free�
encryption

cleartext-based�grouping
Input�and�output�diffusion�

encryption



Confusion�and�proliferation�(continued)

• S-box (Substitution-box): in cryptography, the basic structure of a symmetric-key 
encryption algorithm performing substitution computations. In packet ciphers, they are 
often used to obscure the relationship between the key and the ciphertext - Shannon's 
theory of obfuscation.

• Typically, an S-Box accepts a specific number of input bits m and converts them to a 
specific number of output bits n, where n is not necessarily equal to m. An m × n S-Box 
can be realized by a lookup table containing 2m entries with n bits per entry.

• The S-box is usually fixed (e.g., DES and AES encryption algorithms), and the 
implementation is kept secret, but there are some encryption algorithms for which the S-
box is dynamically generated based on the key.

58DES 6×4 box,�"011011"  "1001"



Private�key�cipher�(symmetric�
cipher)
3.1�Symmetric�Encryption
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symmetric�encryption

pDefinition:�also�known�as�private/single�key�encryption.�The�same�key�is�used�for�both�
encryption�and�decryption.�It�is�the�only�type�of�encryption�before�the�birth�of�public�key�
cryptography�in�the�1970s,�and�it�is�also�the�more�widely�used�type�of�encryption.

pcommunications�process
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Q:�What�if�there�is�no�secure�channel?



symmetric�encryption

• Symmetric�encryption�security�is�guaranteed�by�the�

following�two�conditions:

pThe�encryption�algorithm�is�secure.�This�condition�requires�that�

even�if�an�attacker�steals�a�certain�number�of�ciphertexts�and�

corresponding�plaintexts,�they�cannot�be�deciphered;

pThe�communicating�parties�obtain�each�other's�keys�over�a�secure�

channel�and�store�them�securely.�This�condition�requires�that�the�

key�has�confidentiality,�otherwise�all�ciphertexts�will�be�deciphered.
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What�is�the�key�to�confidentiality�in�symmetric�encryption?
Confidentiality�of�keys



3.1.1�DES

• Definition:�DES�(Data�Encryption�Standard)�is�an�iterative�algorithm�that�
encrypts�64-bit�long�packets�using�a�56-bit�key.DES�was�the�first�publicly�
available�packet�encryption�algorithm.

• Characteristics:�The�DES�encryption�process�for�each�packet�in�the�plaintext�
consists�of�16�rounds,�and�each�round�is�identical�to�the�operation.�Each�
round�uses�a�different�subkey,�but�the�subkey�is�derived�from�the�master�key.

• Historical�process:�algorithmic�recruitment�and�standardisation
pIn�1972�the�National�Bureau�of�Standards�(NBS)�began�a�programme�to�develop�
computer�data�protection�standards.

p1973,�NBS�open�call�for�computer�data�encryption�algorithms
pIn�1977,�NBS�adopted�a�modified�version�of�IBM's�Lucifer�algorithm�as�the�DES
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DES�encryption�diagram
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DES
DES− 156bit key

(8bit 
checksum)

encrypted declassification

64bit�plaintext 64bit�plaintext

64bit�cipher 64bit�cipher

Packet�length:�64�bits�Key�length:�64�bits�Valid�key�
length:�56�bits



DES�encryption�process
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initial replacement IP

64bit plaintext

Wheel 2

Wheel 1

ROUND 16

initial inverse 
permutation

64bit cipher

Iter
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n 
16 
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key expansion

ᵅ� 1(48ᵄ�ᵅ�ᵆ� )

ᵅ� 2(48ᵄ�ᵅ�ᵆ� )

ᵅ� 16(48ᵄ�ᵅ�ᵆ� )

64bit key
......

L0 R0

L16 R16



DES�encryption�process�1-substitution
• initial�replacement�IP

p 64-bit�plaintext�packet�replacement
p The�effect�is�to�get�a�scrambled�plaintext�grouping�of�bits
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initial�replacement�
IP

64bit plaintext

Wheel�2

Wheel�1

ROUND�16

initial�inverse�
permutation

64bit 
cipher

Iter
ati
on�
16 
rou
nds

Plaintext�M=��...�

......

IP(M)=��...�

IP�
replac
ement
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DES�Encryption�Process�2�-�In-Wheel�Encryption
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initial�
replacement�IP

64bit plaintext

Wheel�2

Wheel�1

ROUND�16

initial�inverse�
permutation

64bit 
cipher

Iter
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n Encryption�method�based on 
Feistel structure.

832 32

32

32

Q: How do 48-bit and 32-bit numbers 
operate?

DES Core



DES�Encryption�Process�2�-�In-Wheel�Encryption
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initial�
replacement�IP

64bit plaintext
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DES�Encryption�Process�3�-�Inverse�Substitution
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The�core�of�DES�-�F�function

• The F function implements obfuscation and diffusion.
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F-Function�Calculation�-�Sample�Demonstration
• Known:
Explicit�text:�30�31�32�33�34�35�36�3716

Key:�31�32�33�34�35�35�36�37�3816

• request�a�ciphertext
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DES�Sample�Demo
• 1.�Initial�IP�replacement

30�31�32�33�34�35�36�37
00110000�00110001�00110010�00110011�00110100�00110101�00110110�00110111

00000000�11111111�11110000�10101010�00000000�11111111�00000000�11001100

00�ff�f0�aa�00�ff�00�cc
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DES�Sample�Demo
• 2.�First�round�of�encryption

pAssume�subkey�K1�=502CAC572AC216

72

ᵀ� ᵼ� ᵁ� ᵼ�

ᵁ� ᵼ�ᵀ� ᵼ�

F+
=502CAC572AC2

00FFF0AA

00FF00CC How�
much?

00FF00CC



DES�Sample�Demo

• 3.�F-function-extended�substitution�E

73

Extended�Replacement�E

32 1 2 3 4 5

4 5 6 7 8 9

8 9 10 11 12 13

12 13 14 15 16 17

16 17 18 19 20 21

20 21 22 23 24 25

24 25 26 27 28 29

28 29 30 31 32 1

R0=00FF00CC

0000�0000�1111�1111�0000�0000�0000�1100�1100
Row�1�Row�2�......

000000�000001�011111�111110�100000�000001�011001�011000

Extended�
Replacement�E

ᵁ� ᵼ�

S-Box

permutation�
P

+ ᵀ� ᵼ�

32bits

48bits

48bits

Input:

① Assuming�an�extension�
of�"0000",�i.e.,�5,�6,�7,�8 
bits.

② 5,�6,�7 and�8 supplement�
the�value�of�the�4th and�
9th digits�at�the�
beginning�and�end,�
respectively.

Output:



DES�Sample�Demo
• 4.�F-function-S�box

74

Extended�
Replacement�E

ᵁ� ᵼ�

S-Box

permutation�P

+ ᵀ� ᵼ�

32bits

48bits

48bits

32bits

010100�000011�101101�010010�110101�110011�110010�
011010

0110�1111�0001�1010�0011�1011�1100�1001

Assuming� that� "010100"� is� shortened,� and� "1010"�
(decimal� "10")� and� 00 (decimal� "0") are� used� as�
indexes� to� look� up� the� table,� the� resulting� value� is�
the�scaling�result.�")�as� index look�up�the�table,�the�
value�obtained�is�the�scaling�result.



DES�Sample�Demo
• 5.�F-function-replacement�P
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Extended�
Replacement�E

ᵁ� ᵼ�

S-Box

permutation�
P

+ ᵀ� ᵼ�

32bits

48bits

48bits

32bits

32bits

permutation�P

16 7 20 21

29 12 28 17

1 15 23 26

5 18 31 10

2 8 24 14

32 27 3 9

19 13 30 6

22 11 4 25

0011�1100�0111�1000�1110�1110�1001�0001

7C78EE917C78EE91

0110�1111�0001�1010�0011�1011�1100�1001



DES�Sample�Demo
• First�round�of�encryption

pAssume�subkey�K1�=502CAC572AC216
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ᵀ� ᵼ� ᵁ� ᵼ�

ᵁ� ᵼ�ᵀ� ᵼ�

F+
=502CAC572AC2

00FFF0AA

00FF00CC 7C78EE91



DES�Sample�Demo
• 6.�Initial�inverse�substitution
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d4�16�8a�a1�33�f6�ad�45

8b�b4�7a�0c�f0�a9�62�6d



reflections

• Feistel encrypts (decrypts) only half of the input bits in each round, and the F 
function encrypts only the left half, not the right half.

• One of the advantages of DES is that the decryption process is exactly the same as 
the encryption process, except that the ith round of the decryption process requires 
the use of the 16th-i round to the key
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How secure is DES?

• Analytical attack: exploits correlation between keys, virtually nothing in practice

• Exhaustive attack: 256 = 7.2*1016

• In�1997�Diffie�and�Hellman�proposed�building�a�chip�that�would�test�106�keys�per�
second�and�search�the�entire�key�space�in�a�day�for�about�$20�million

• Deep Crack, $250,000, average 15 days
• COPACOBANA: $10,000 for an average of 7 days
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DES�security�(continued)
• Key�Search�and�Supercomputing

p DES's�56-bit�short�key�faces�a�harsh�reality:�the�supercomputing�
power�of�the�Internet�of�Nations�Internet

pOn�28�January�1997,�the�RSA�Data�Security�Corporation�of�the�
United�States�launched�the�"Key�Challenge"�competition�on�the�
Internet.�A�programmer�named�Rocke�Verser�designed�an�
exhaustive�key�search�program�that�ran�in�segments�over�the�
Internet,�and�thousands�of�volunteers�joined�in,�successfully�finding�
the�key�on�17�June�1997,�when�the�key�was�found.�On�17�June�
1997,�the�key�was�successfully�found.

• How�is�it�reinforced?
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3.1.2�Improvements�to�DES�-�3DES
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3DES

82

encrypted

declassification

n 3DES Security

n 3DES encryption�
and�decryption�
process

Q: What if k1 =k2 =k3 
? Is it necessary?



Problems�with�3DES

• DES�for�legacy�systems,�3DES�for�new�systems

• Problems�faced:
• Implementation�efficiency:�3DES�implementation�time�is�3�times�that�of�DES;

• Security:�Smaller�grouping,�only�64�bits.
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3.1.3�AES
• Advanced Encryption Standard 

(Advanced Encryption Standard): 
128-bit grouping, support for three 
key lengths (128, 192, 256) and 
efficient hardware and software 
implementation. It is the most 
widely used symmetric algorithm.

• In 1997, the National Institute of 
Standards and Technology (NIST) 
issued a call for new high-level 
encryption standards, and in 2001, 
Rijndael, a packet cipher submitted 
by two young Belgian scientists, 
Daemen and Rijmen, became the 
new high-level encryption standard. 
(Rijndael is pronounced Rain Doll.)

84

Daemen�and�Rijmen

AES

state�in�writing�(laws,�rules�etc)

coded�text

128/192/256

128

128

k

http://www.esat.kuleuven.ac.be/~rijmen/rijndael/



8
5



8
6



AES�assessment�guidelines
• General�Security

• Public�security�analyses�dependent�on�the�cryptographic�community
• software�implementation

• Software�execution�speed,�cross-platform�execution�capability�and�
speed�change�when�key�length�is�changed.

• Constrained�space�environment
• Applications�in�e.g.�smart�cards

• hardware�implementation
• Hardware�implementation�can�increase�execution�speed�or�reduce�
code�length

• Defending�against�cryptanalysis�attacks
• Key�Flexibility

• Ability�to�quickly�change�key�lengths
• Additional�versatility�and�flexibility
• Potential�for�Instruction-Level�Parallel�Execution
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3.1.3�AES

• AES�parameters

9
0

AES
AES− 1128/192/

256bit 
key

encrypted declassificat
ion

128bit�plaintext 128bit�plaintext

128bit�cipher 128bit�cipher

AES-128 AES-192 AES-256

Key�Length 128 192 256

Number�of�
iteration�
rounds

10 12 14



Structure of AES
• Non-Feistel structures
• The�key�is�expanded�into�an�array�of�44 32-bit�words,�four of�which�are�
used�per�round.

• One�confusion�and�three�substitutions
• Byte�substitution:�byte-by-byte�substitution�in�groups�is�done�with�an�S-box.
• Row�shifting:�a�simple�substitution
• Column�confusion:�substitution�using�arithmetic�properties�on�Galois�domains
• Round�key�addition:�bitwise�XOR using�the�current�packet�and�part�of�the�
extended�key

• The�algorithm�has�a�simple�structure�and�uses�the�key�only�in�the�round�
encryption�phase

• Wheel�key�plus�with�the�other�three�obfuscated�alternates�provide�
security

• Each�stage�is�reversible�and�decryption�uses�the�extended�key�in�reverse�
order,�but�the�algorithms�are�different

• Once�the�four�stages�are�inverted,�it�can�be�shown�that�the�decryption�
function�can�recover�the�plaintext

• The�final�round�of�both�the�encryption�and�decryption�process�consists�of�
only�three�stages
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AES�encryption�process

93

initial�replacement�
IP

Explicit�M

Round�i encryption

Round�1 encryption

10th round�of�
encryption

initial�inverse�permutation

Ciphertext�C

ᵅ� 1(128ᵄ�ᵅ�ᵆ� )

ᵅ� ᵅ�(128ᵄ�ᵅ�ᵆ� )

ᵅ� 10(128ᵄ�ᵅ�ᵆ� )

byte�replacement

hybridisation

line�shift

rotary�key�
addition

byte�replacement

rotary�key�
addition

line�shift



AES round of encryption process



The�four�phases�of�AES

• Substitute�bytes
• ShiftRows�
• Column�MixColumns
• AddRoundKey
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byte�substitution
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S-box�for�AES



line�shift

• Movement�rules:
• First�line�unchanged
• Second�row�shifted�left�by�1�byte
• Third�row�shifted�2�bytes�to�the�left
• Move�3�bytes�to�the�left�in�the�fourth�row

• Substitution�between�columns�is�implemented

9
8



confuse�one�thing�with�another
• Each�column�is�treated�separately
• Each�byte�in�each�column�is�replaced�with�the�result�that�all�4�
bytes�in�this�column�are�related.

• Based�on�Galois�domain�operations.
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(math.)�wheel�key�transformation

• Dissimilarise�the�16-byte�current�state�matrix�with�a�subkey�of�length�16�
bytes.

100
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AES�encryption�example
• Known:
Plaintext:�32�43�f6�a8�88�5a�30�8d�31�31�98�a2�e0�37�07�34�
Key:�2b�7e�15�16�28�ae�d2�a6�ab�f7�15�88�09�cf�4f�3c
• computed�ciphertext
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AES�encryption�example�(for�reference�only)

• 1.�Byte�substitution

102

S-
Box



AES�encryption�example

• 2.�Row�shifting

103

Scroll�each�line�0,�1,�2,�
3 times�respectively



AES�encryption�example

• 3.�Column�mixing

104

=



AES�encryption�example

• 4.�Wheel�key�overlay

105

+ =



AES�encryption�example

• 5.�Repeat�10�times
pencrypted�ciphertext
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Public�key�cryptography�
concepts�(asymmetric�keys)
3.3�Asymmetric�Cryptograph

107



Symmetric�Key�System�Flaws

108

n Symmetric� cryptosystems� (e.g.� DES,� AES)� allow� two� users� to�
establish� a� "secure� channel"� using� a� secret� shared� in� advance,�
but�it�is�not�easy�to�share�a�secret�between�two�communicating�
parties.

n Consider�a�group�of�N�users�who�need�to�communicate�securely�
with�each�other,�using�a�symmetric�cryptosystem�to�protect�the�
communication� between� them:� each� user� needs� to� share� the�
private� key� with� the� remaining� N� -� 1� users,� and� the� whole�
system�needs�to�manage�N(N�-�1)/2�keys.

n There�is�no�guarantee�of�traceability�(accountability),�Why?

High�key�
management�
costs

Difficulty�of�key�
distribution

No�support�for�
"open�systems"



History�of�public�key�cryptosystems

109

p 1976 Diffie and Hellman introduce the concept of "public-key cryptography", 
winning the ACM Turing Award in 2015.

p 1977 Ronald Rivest, Adi Shamir and Leonard Adleman propose the RSA 
algorithm.



Introduction�to�public�key�cryptosystems

110

n Main�Idea:
Some�problems�exhibit�"asymmetry"�-�it�is�very�easy�to�compute�in�
one� direction� and� difficult� to� compute� in� the� other.� That� is,�
encryption�is�easy�and�decryption�is�difficult!

E.g.,� it� is� easy� to� compute� the� product� of� any� given� integer,� but�
very�difficult�to�compute�the�factor�of�a�given�large�integer.

? private key

public key

public key

Alice Bob.

Public�key�PK:�public�within�the�system,�
used�by�other�users

Private�key�sk:�to�be�
used�by�the�user



public�key�cryptosystem�(PKCS)�basic�idea
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Introduction�to�public�key�cryptosystems

112

Key�Generation:�generates�a�pair�of�public�key�PK�and�private�key�SK�through�a�relatively�
easy�computational�process.

• The�operation�of�getting�the�private�key�SK�is�computationally�infeasible�if�only�the�
public�key�PK�is�obtained.

Encryption:�Given�a�plaintext�M�and�a�public�key�PK,�it�is�easy�to�compute�the�ciphertext�C�

=�EPK�(M).
Decryption:�Given�the�ciphertext�C=EPK�(M)�and�the�private�key�SK,�it�is�easy�to�compute�
the�plaintext�M

• If�the�private�key�SK�is�missing,�it�is�not�possible�to�compute�the�plaintext�M�from�
the�ciphertext�C.

No:�under�current�computing�power�conditions,�computation�time�and�message�length�
grow�exponentially.

open�systemkey�distribution Key�Management

Public� keys� can� be�
transmitted� using�
public�
(authenticated)�
channels

In�an�N-person�system,�
the�entire�system�
simply�needs�to�
maintain�N�public�keys

Users�without�a�pre-
established�relationship�
can�also�establish�secure�
communication�via�each�
other's�public�keys



Public�key�cryptosystem�applications

113

HTTPs:�Hyper Text Transfer Protocol over Secure Socket Layer 
Adding�SSL to�the�HTTP protocol�improves�security�and�can�be�used�to�
communicate�sensitive�information.
PGP:�Pretty Good Privacy:�secure E-mail

Q:�How�about�public�key�encryption�as�a�key�transfer�
method�for�private�key�encryption?



RSA�encryption�algorithm
3.2�RSA�Encryption�Algorithm
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History�of�the�RSA�public�key�cryptosystem

115

p In�1978,�Ron�Rivest,�Adi�Shamir�and�Leonard�Adleman�of�MIT�

proposed�the�RSA�encryption�algorithm.

p In�2002,�he�received�the�Turing�Award.



Principles�of�RSA�public�key�cryptography

120

Key generation:

1. Choose two large prime numbers p,q (e.g. 1024 bits each)

2. Choose n = pq and z = (n) = (p-1)(q-1)

3. Randomly select e (where e < n), e and z have no convention. (e, z are "mutually 

prime")

4. Pick d such that ed-1 is completely divisible by z (i.e. ed mod z = 1)

5. The public key is (n, e) and the private key is (n, d).



RSA�example

1. Select primes: p=61 & q=53
2. Compute n = pq = 3233
3. Compute (n)=(p-1)(q-1) = 3120
4. Select e : gcd(e, (n))=1; choose e = 17
5. Determine d: de = 1 mod (n) and d < (n).

17*d - 3120*k = 1
Private key: d = 2753, (k=15)
Public key: n = 3233, e=17
(PS: without p and q, calculating d is computationally infeasible.)

Encryption�and�decryption�example:
6. Suppose m=30120
7. Ciphertext c=me mod n = (30120)17

8. Reconstruct plaintext: m=cd mod n = 30120
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Core�Ideas:
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Q:�Why?

by Euler's theorem:

When (a, n are mutually prime), a(n) mod n = 1.
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If�ᵱ� (ᵅ� )�is�known,�it�is�very�easy�
to�find�ᵅ� �i.e.�if�ᵅ� �is�known,�find�
ᵱ� (ᵅ� )

If�we�use�ᵅ� �=�ᵅ�ᵅ� ,�ᵱ� (ᵅ� )�=�(ᵅ� -
1)(ᵅ� -1),�the�solution�is�very�
easy�to�find

Problem essence: ᵅ�  is known, 
find ᵅ�  = ᵅ�ᵅ�  i.e., the problem of 
prime decomposition of 
numbers. The time complexity 
of this problem is exp (sqrt (ln n 
lnln n))

In general, breaking RSA keys 
becomes a computationally 
unsolvable problem. 

liable�(to)
x ᵆ� ᵅ� (ᵅ�ᵅ�ᵅ� �ᵅ� )

extremely�difficult

d

It's�not�hard�if�d is�known,�d is�
the�trapdoor�of�the�function
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1. The attacker designs an M, C = Me (mod n)

2. There are at most n-1 number of d's, try to use each d to crack, if M'=Cd’ (mod 

n) = M, d' is the solution

3. Let p, q be 100 bits (decimal) each, then n-1 is about 200 bits (decimal) 

n=10200

4. Assuming you can do 100 million searches per second (108 ), you can search 

108 per year *60*60*24*365=3*1015

The time to search 10200 keys is 10200 / (3*1015 ) = 3*10185 years!

Not computationally feasible.

exhaustive�
attack



RSA Security

• On�12 December�2009,�the�number�RSA-768 (768 bits, 232 digits)�was�also�
successfully�decomposed.�This�incident�threatens�the�security�of�the�1024-bit 
keys�that�are�currently�in�use,�and�it�is�widely�believed�that�users�should�
upgrade�to�2048-bit or�above�as�soon�as�possible.



Problems�with�Public�Key�Encryption�-�How�to�Key�
Establishment

• Data needs to be encrypted before sending

• Keys need to be shared between the parties, and the problem of 
encrypting data is equivalent to how to create a security key

• Question: How do I create a shared key if the two parties are not 
physically together?

• Key establishment is the first step in public key encryption

• There are two methods of key establishment:
• Key Agreement
• Key Distribution

1
2
8
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n DH implements�how�two�parties�can�get�a�common�key�when�
communicating�under�an�insecure�communication�channel.
p The�commercial�encryption�algorithms�AES and�DES require�key�

sharing�between�the�communicating�parties�prior�to�secure�
communication.The� Diffie-Hellman algorithm� was� the� first� public� key� algorithm,�

proposed� in� 1976.� Its� security� stems� from� the� fact� that� computing�
discrete� logarithms� over� a� finite� field� is�more� difficult� than� computing�
exponents.� The� algorithm� allows� a� key� to� be� securely� exchanged�
between�two�users,�but�cannot�be�used�to�encrypt�or�decrypt�messages.



DH�protocol�fundamentals

• Given�two�parties�A,B,�A,B�establishes�a�shared�key�by�the�following�process:

1
3
0

gab is the shared key

Q: What is 
confidential and 
what is public 
about the process 
on the left?



DH�Key�Exchange�Protocol�Example
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n Vulnerable�to�blocking�attacks:�since�power�operations�are�computationally�
intensive,� when� an� adversary� initiates� a� large� number� of� key� requests,� the�
attacked� party� will� spend� larger� computational� resources� to� do� the� power�
operations;

n Vulnerable� to� man-in-the-middle� attacks:� an� adversary� can� impersonate�
one�of�users�A�and�B,�respectively,�and�exchange�keys�with�the�other�(which�
can� listen� in� on� and� pass� on� secret�messages� from�A� and� B�without� being�
detected).

Alice Bob.Eve

Calculates Calculates

Calculates

Decrypts data 
with K'BE

Decrypts data 
with K'AE , uses 
data and 
encrypts with 
K'BE

Encrypts data 
with K'AE

Begins DH Begins DH



Defence�against�DH�man-in-the-middle�attacks

• Digital signatures can be used to stop DH man-in-the-middle attacks
• Private sig( ) function: digital signature
• Public ver( ) function: authentication Q: Why is it effective?

Alice Bob.
Calculates

Calculates

Decrypts to get.

Verifies sig Verifies sig



Diffie�joins�ZJU
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Cryptographic�Applications�for�
the�Internet�of�Things

3.4�Cryptography�Encryption�in�IoT
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Cryptographic�Encryption�Applications�for�the�Internet�
of�Things
• Limitations�of�IoT�devices:

p small�memory

p low�energy�supply

p arithmetic�limitations

p Encryption�protocols�are�embedded�in�the�firmware�and�are�difficult�

to�change

p Interaction�of�information�requires�encryption�and�decryption�speed

• Lightweight�encryption�algorithm

137

arithmetic Key�Length encrypted�rounds
AES 128/192/256 10/12/14

HEIGHT 128 32

PRESENT 80/128 31

RC5 0-2040 1-255

TEA 128 64

XTEA 128 64

LEA 128/192/256 24/28/32

DES 54 16

Seed 128 16

Twine 80/128 32

DESL 54 16

3DES 56/112/168 48

Hummingbird 256 4

Hummingbird 256 4

Iceberg 128 16

Pride 128 20
p Saurabh�Singh�et�al.�

summarised�the�existing�

lightweight�encryption�

algorithms�based�on�key�

length,�number�of�encryption�

rounds

Lightweight�encryption�algorithms
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goodFile

BigFirm™ User

VIRUS

badFile

The Times

hash(goodFile)
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Non-encrypted�authentication�methods

Integrity Authentication: only someone who knows the key KEY can compute the MAC for a given message.

Alice Bob.

KEY
KEY

message

MAC
(message authentication code)

message, MAC(KEY,message)

=
?

Re-computes MAC and verifies whether it is
equal to the MAC attached to the message



IoT�Authentication�Methods�-�Hash/Hash�Functions

• The�hash/hash�function�y=h(x) :
p For�any�length�of�input�x
p For�any�length�of�input�x,�the�output�z�is�of�fixed�length
p Low�computational�complexity
p For�a�given�output�y,�finding�the�corresponding�input�x�is�
impossible

p For�a�given�ᵆ� _1,�finding�ᵆ� _2�that�satisfies�〖h(ᵆ� 〗_1)=〖h(ᵆ� 〗
_2)�is�not�possible
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message 
"digest"

message

. .
. ..

x'
x''

x

y'
y

hash function h
message 
"digest"

message

Example: h(m) = m (mod n)



Characteristic�requirements

• Unidirectional/Primary image resistance (Preimage resistance)
• Let h(x’)=y{0,1}n for a random x’ 
• Given y, it should be hard to find any x such that h(x)=y

• crashworthiness
• Should be hard to find any pair (x, x') such that h(x)=h(x')
• Vulnerable to Birthday paradox



birthday�attack�(esp.�on�children's�birthday)
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birthday�attack�(esp.�on�children's�birthday)



Cryptographic�Authentication�Applications�for�the�
Internet�of�Things

• Common Hash Functions
p MD5 (Message Digest) algorithm

p MD5 is a one-way hash function published 

by cryptographer Rivest in 1992.

p Discovery collision in the summer of 2004

• MD5 Features:
p The input message can be any length

p Processes 512bits of message packets per 

iteration

p The final output hash value is 128bits

143Example: BitTorrent download clip integrity



Cryptographic�Authentication�Applications�for�the�
Internet�of�Things
• Crash case of MD5

pIn fact we can find a case of MD5 collision in our smartphones every few seconds, so a few years ago 
MD5 was not recommended as an algorithmic solution in applications, and it was replaced by the SHA 
(Secure Hash Algorithm) family of algorithms.
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Cryptographic�Authentication�Applications�for�the�
Internet�of�Things
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SHA�family
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Cryptographic�Authentication�Applications�for�the�
Internet�of�Things

• Comparison�of�MD5�and�SHA

147

SHA-1 MD5

Maximum�Message�
Length

not�limited�to

Message�Packet�
Length

512 512

framework Merkle�Iteration Merkle�Iteration

Link�variable�
length

160 128

Hash�length 160 128



IoT�Authentication�-�Digital�Signature

pDigital�signatures:�preventing�repudiation�by�both�parties�to�the�

communication
pSystem�initialisation,�parameters�required�to�generate�digital�signatures

pThe�sender�signs�the�message�with�its�own�private�key

pThe�sender�transmits�both�the�original�message�and�the�digital�signature�as�an�

attachment�to�the�message�receiver

pThe�receiver�decrypts�the�signature�using�its�own�public�key

pThe�receiver�compares�the�decrypted�message�with�the�original�message,�and�if�it�

matches,�the�message�has�not�been�tampered�with�or�corrupted�during�transmission
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digital�signature

• The�process�of�digital�signatures:
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Digital�signatures�based�on�the�RSA�algorithm
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IoT�Key�Management

• Keys�are�also�data,�which�are�used�to�encrypt�other�data,�and�when�designing�a�
cryptosystem,�the�following�issues�must�be�considered�for�keys:

• Where�the�key�is�needed,�how�to�set�it�up�and�install�it�in�that�place

• What�is�the�expected�lifetime�of�the�key�and�how�often�should�the�key�be�

replaced?

• How�to�keep�your�keys�strictly�protected

• Basic�principles�of�key�protection:
• Keys�can�never�be�in�plaintext�outside�of�a�cryptographic�device,�which�can�be�

hardware�or�software
151



IoT�Key�Management
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Summary�of�the�chapter

• Private�key�encryption�principles�and�common�algorithms�such�as�DES;
• Public�key�cryptography�ideas�and�common�algorithms�such�as�RSA;
• The�differences�between�private�and�public�key�encryption,�and�the�reasons�
in�them;

• The�process�of�key�exchange�protocol�DH�and�its�security�issues;
• Other�encryption�methods�that�will�be�used�in�IoT,�such�as�digital�signatures,�
authenticated�encryption�algorithms�(hash,�SHA,�MD,�etc.)
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exercise�question

• Decrypt�[167,�1915,�130,�591,�1988,�1235,�1032,�2088,�825]�with�RSA�
(each�number�corresponds�to�a�letter)

• Public�key�(n,e)=(2449,7)

• Seek�to�crack�the�private�key�d�and�decode�the�plaintext.
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Tips

• Procedural�framework:
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crack(n) performs�a�prime�factorisation�of�
n
GetD(e,fai) calculates�the�value�of�d



End�of�chapter


